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Network telescopes have been useful Internet monitoring sensors to security researchers for the
past two decades. They have been employed to study several macroscopic Internet activities
such as shedding light into botnets [1], [2], detecting network outages [3], [4], understanding
randomly-spoofed denial of service attacks [5], [6], [7], examining the behavior of IoT devices
[8], detecting Internet misconfigurations [9], [10], detecting the presence of aggressive-scanners
in the Internet [12], etc.

A network telescope or “darknet” consists of networking infrastructure that records unsolicited
Internet-wide activities destined to an unused but routed IP space. Since this “dark IP space”
serves no network services (e.g., Web servers), any traffic arriving to the darknet is inherently
suspicious. However, extracting meaningful information from the vast amount of “noisy” data
collected in large network telescopes can be a challenge. We will discuss how we attempted to
address some of these challenges and some lessons learned by operating Merit’s ORION
(Observatory for cyber-Risk Insights and Outages of Networks) network telescope [11]. We will
review ORION’s near-real-time data pipeline that extracts darknet events of interest (such as
scanning activities and “backscatter-based” denial of service attacks) and uploads the extracted
events into Google’s BigQuery for further processing and analysis. We will also showcase
ORION’s labeling efforts to enrich the identified darknet events with several useful meta-data
(such as routing, DNS and geolocation information) along with useful fingerprints that can be
extracted from packet headers (i.e., the Mirai, Masscan and ZMap fingerprints).

We will also highlight some innate limitations that monolithic network telescopes exhibit. First, it
is well-known that sophisticated attackers may avoid scanning the address space of large
darknets or engage into more targeted activities such as directing their efforts into
“cloud-providers” or specific geographic locations [13, 14]. Further, “passive” darknets lack the
ability to collect useful payload information from protocols that require a protocol handshake
(such as TCP). This fact frequently hinders their ability to discover details about the specific
vulnerabilities that bad actors are trying to exploit; on the other hand, “interactive/reactive
network telescopes” [15] do allow the extraction of additional insights. We will discuss efforts
made under the auspices of the ORION telescope to overcome these limitations by operating a
“reactive and distributed” network telescope component, and offer some thoughts for future
research directions.

1 The author is currently with Akamai Technologies. The work described in this abstract does not
represent Akamai, and is based solely on the author’s prior work at Merit Network, Inc.
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