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Domain names have been used to provide a simple identifi-
cation label for hosts, services, applications, and networks on
the Internet [12]. They have also been long misused for types
of abuse: phishing, malware distribution, spamming, and
botnet command-and-control (C&C), among others. Under-
lying these abuses, we find profitable business models that
provide the incentives for these abusers to continue with
such activities.

To curb such practices, the research community has been
active in proposing various solutions, such as [6, 7, 8, 3, 2, 5].
While these works advance the state-of-the art and have a
clear contribution, they are faced with two main shortcom-
ings: (i) they are constrained by type and/or duration of
their respectively available datasets (due to the difficulty in
obtaining such datasets) and (ii) while these solutions cover
different sorts of abuse, we lack a survey on domain-related
abuses, which leaves the question of how much ground has
not been covered yet unanswered.

We propose to address both issues by focus on histori-
cal and complete datastes from a TLD (historical registra-
tion database (RegDB), historical DNS traffic to its authori-
tative servers (AuthDNS [10]), and historical data on the DNS
records used by each domain on its zone (Records [15]).We
address the second issue by presenting a survey on domain
abuses and discussing their underlying business models and
respective monetization methods, and how they create pat-
terns on our datasets.

Table 1 shows a non-comprehensive list of business mod-
els and the “strength” of the signal in each of those datasets.
Phishing, for example, comes in forms: 0-day (a domain is
registered with the sole purpose of abuse) and compromised
(websites that are hacked and wind up unknowingly host-
ing phishing content). Currently, most phishing attacks are
compromised ones – so the registration database (RegDB)
is virtually useless to detect these, since no information is
changed for these attacks. However, both types of phishing
are followed by a large number of DNS queries to those do-
mains, which can be measured at the authoritative traffic

.

Business RegDB AuthDNS Records Lit
Phishing(0-day)* Weak Strong Weak [8, 5]
Phishing(comp.)* None Strong Weak [14]
Parking (Ads) Strong-bulk Weak Strong [1, 18]
Parking (Mal.) Strong-bulk Medium Strong [1, 18]
Fake Goods* Weak Weak Medium [5, 11]
Drop-Catch Medium Medium Weak [9]
Botnet C&C Medium Strong ? [16]
Blackhat SEO Medium Medium Strong [13, 4]

Table 1: Business Models and Datasets/signal “strength”.
*business that rely on spam
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Figure 1: Registrations and registrations by #1 registrant on
anomalous days for registrars. One registrant is responsible
for most registrations (exception is R9, who uses random
data, so we correct for it).

(AuthDNS) [8, 5], since spam campaigns are typically used to
advertise the phishing URLs.

Another example is domainers, i.e., users that register
large number of domains to monetize using ads or malware.
Since both perform registrations in bulk, it can be easily be
detected using RegDB. By performing anomaly detection [17]
per individual registrar on the .nl zone for June 2016, we
found 11 registrars with anomalous bulk registrations, as
shown in Figure 1. Most of these were done by one regis-
trant only. Upon closer inspection, we observed that these
websites ran regular ads, thus no incentive to hide their ID.
Some of them, however, ran adult/malware related adver-
tises, and tend to use randomly generated data, but could
detected by analyzing the registration timestamps.

These two examples illustrate the need to understand the
business models used by domain abusers and their impli-
cations on our datasets, and to develop tailored solutions,
taking into account the agility needs of each model. Other-
wise, we will remain limited by the lack of complete datasets,
winding up like the folks described at the blind and an ele-
phant metaphor1.

1https://en.wikipedia.org/wiki/Blind_men_and_an_e
lephant
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